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Only a tiny fraction of people – 0.1 percent – can

accurately distinguish between real and fake content
such as images and video, according to new research on
deepfakes conducted by iProov. Despite these abysmal

results, around 60 percent of individuals said they were
confident in their deepfake detection skills.

During its survey, the biometric identification company

asked 2,000 UK and U.S. to look for deepfakes. The
results showed that older generations are more
vulnerable to deepfakes: One in five consumers stated
that they were not even familiar with the concept. Young

people, however, tended to be overly confident in their
capability to spot fake content.
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The results show that many organizations and
consumers are vulnerable to identity fraud, according to

Andrew Bud, founder and CEO of iProov. The company
argues that organizations should adopt biometric-based
solutions with liveness detection to verify whether
someone is a real person.

“Even when people do suspect a deepfake, our research
tells us that the vast majority of people take no action at
all,” says Bud. “Criminals are exploiting consumers’

inability to distinguish real from fake imagery, putting
our personal information and financial security at risk.”

The survey participants were also 36 percent less likely

to spot a synthetic video compared to a synthetic image,
leading to the conclusion that deepfake videos are more
challenging to identify compared to images.

UK companies facing surge of
deepfake fraud

A report from fraud-prevention software maker

Trustpair, on the other hand, shows how UK businesses
are dealing with the surge of synthetic media fraud.

According to its data, 42 percent of companies have

experienced at least two successful attacks with
generative AI and deepfakes in the past year. The survey
was based on interviews with 150 senior finance,

treasury and accounts payable executives across the
country.

Nearly three-quarters of the firms expect deepfake risks
to grow in 2025 and have increased investment into

fraud prevention technology. However, only 33 percent
have invested in automated fraud prevention systems
while many still rely on manual methods, such as

callbacks and email-based validations.

Trustpair offers automated vendor account verifications
to detect anomalies or suspicious transactions.

“The rise of AI-driven fraud demands a fundamental shift
in how businesses approach payment security,” says Tom
Abbey, senior fraud consultant at Trustpair UK.
“Companies cannot rely solely on human intervention to

counter such sophisticated attacks. Automation is the
only way to stay one step ahead of cybercriminals.”

Reliance on social media could
lead to greater vulnerability to
deepfakes

New research from Nanyang Technology University

(NTU) in Singapore seems to confirm iProov’s thesis that
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people are overconfident in their deepfake detection
skills.

The scientists found that people who see the same
deepfake video multiple times are more likely to believe
it is true. This is because people are more likely to believe
information is true if they hear it multiple times,

regardless of its accuracy. The psychological
phenomenon is called the “illusory truth effect.”

The study involved more than 8,000 people from

Singapore, China, Indonesia, Malaysia, the Philippines,
Thailand, the U.S. and Vietnam. Participants were shown
viral deepfake videos of media personality Kim

Kardashian, Meta founder Mark Zuckerberg, Russian
President Vladimir Putin and actor Tom Cruise.

Those participants who had seen a viral deepfake of the
celebrity before the study were more likely to believe its

contents once they had been exposed to it again. NTU
researchers also found that people who get their news
from social media for news instead of dedicated news

sources, such as news websites, newspapers and TV, are
more likely to accept false claims as true.

“Given that mere exposure to deepfakes could reinforce

false beliefs, policymakers could consider psychological
mechanisms (such as the illusory truth effect) when
developing educational campaigns focused on debunking
deepfakes,” says Saifuddin Ahmed, assistant professor at

NTU.

The study was published in the Journal of Broadcasting &
Electronic Media.
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